24 LY,
Jnec 7&[[201?’ r., B rp.Codusi, MexIy:

1. ,BBJITAPCKHN MOMIINU” EAJl, cbc cemandiie M aapec Ha yIPABICHUC 1700
Codus, paiton "Crynenrcku”, yn."Akagemuk Credau Mnagenos" Ne 1, 6n. 31, Bnucano B
ToHproBekust perucTbp Ha ATEHIMATAa IO BIUCBAHMATA 101 EUK 121396123, ¢ ['aasen
w3nenanTened gupexkrop JIEAH ABHEIIKW — npejcraBisBail ApyXKCCTBOTO, HApHHAHO MO~
HATaTBK 3a KpaTKoOCT _BB3JOKHUTEJ" u ¢ rmaBeH cY4eTOBOJMTE]l Ha JPYKECTBOTO AHHA
Xenesa, oT eana crpana

"

2. LUHOGEJOYC“ 00/, EMK 131335001, c¢be cemanuiiie U ajapec Ha ynpaBlicHHC
Codus, yr1. ,Kozax™ Ne 41, npeacrapnssano or Mean Ilasios Ilanos — ympasutes, Ten. 3a
Bpu3ka: 02 439 5151, e-mail: sales@efellows.bg, HapuyaHo 110-HATaTHK “U3IMBJIHUTE”, ot
Ipyra crpaHa

B wsnwiHeHwWe Ha Pemenue Ne OI1-5-6/26.05.2017 1. 3a Bb3jnaraie Ha oOIIECTBeHATa
noppuKa ¢ npeaMer ,,JlocTaBKa, MOHTaX, HACTPOHKA H TaDAHUHOHHA NOMIPHAKKA HA
Firewall, Spam, Filter u Application Delivery Controller 3a nyanTe na ,bbarapcku nomu*
EAJI“, ochllecTBEHA ¢ MpoleIypa MyOIHYHO ChCTE3aHNE HA OCHOBAHUE 41.178 U c1. BbB Bpb3Ka
¢ un20, an2, T.2 or 3akoma 3a OOIIECTBEHWTE NOPBYKH, ODsiBeHa ¢ Pemienue Ne  OII-5-
1/17.02.2017 r., Biucana B Perucrbpa Ha 0OLIECTBEHATE OPBYKM MO yHHKaNeH Ne 00276-2017-
0002 1a 27.02.2017 r. u Ha ocHoBanue wi.112 an.l oT 3akoHa 3a OOICCTBCHU TOPHUKH,

ce CK.JII04HM HACTOSIIMAT JIOTOBOP 32 CJIEIHOTO:

I. IPEIMET HA 1OI'OBOPA

Yal. (1) BB3JOXKUTENAT so3nara, a U3IIBJIHUTEJIA npuema na u3BbpIIv
JTOCTABKA, MOHTAK, BRREK/IAHE HA EKCILIOATAIMS U 00y4eHHe Ha CILyXKuTenu Ha Br3noxured,Ha
xapayepunte kondurypauud Firewall, Spam, Filter u Application Delivery Controller,
MHCTAIMpaHE M HO[UIPBKKA HAa CONTYEPHHUTE MPUIIOKEHHS BbLPXY TAX, BbB BHI N KadecTBO,
otpazent B TexuudeckuTe M3UCKBaHus Ha Bw3nowurens /lpuroxcenue Ne | / 1 TexHU4eCKOTO
npeanosxenue Ha M3nsiautens /Jlpurosxcenue Ne 2/, nepasieHa 9acT 0T TO3H JI0r0OBOP.

(2) BB3JIOKHATEJIAT Boanara, a UBIMIBJIHUTEJIA npuema fa ocurypsisa desiiaTHa
rapaHiMOHHA TOAAPbKKA W TNPOQHIAKTHKA Ha JIOCTABEHUTE XapAyepHUTE KOHGpUIryparnin
Firewall, Spam, Filter u Application Delivery Controller w wuncranupanute co(pTyepHu
HPHITOXEHHsT BBPXY TsX 3a cpok oT 12 /nBamajeceT/ mecema /nocoueam ce meceyume
npedroxcenu om usnvianumena ¢ Texnuueckomo npediooicenue/ cliell BBBCK/IAHE B EKCILIOATALMA.






II. HEHU U HAYUH HA IVIAITAHE

Y2, (1) Ilenata 3a m3nbIHEHHE Ha joroBopa ¢ B pasmep Ha 187 924,00 nB.(cTo
oceMIeceT W CeieM XWILAM JIEBETCTOTHH JBAJECeT M UECTHPH JeBa), 0e3 BKIIOUEH JAC,
cwriacHo Llenosoro npeanoxenne Ha H3ITbJIHHTEJIA.

(2) EauHMYHWTE LeHW Ha M3MBIHEHME HA JIOTOBOPA, C€a CBIJIACHO HEHOBOTO
MPET0OKEHAE Ha U3IIBIHUTENS, I0COUCHH B LIEHOBOTO MY IIPEIUTOKCHHE, & HMEHHO:

- JTocTaBKa M MHCTAJIAlMs HA Pe3CPBUPaHA CHCTEMA OT THII ,,3aLIMTHA CTCHA™ — 3a 2 opos
- 107 496,00 /cTo ¥ ceieM XUIISLIM YETUPHUCTOTHH JI€BETICCET U wect/ Jgesa, 6e3 JJAC.

- JloctaBka n mHcTanaius Ha cuctema ot Tan ADC /Applicaion Delivery Conroller/ - 1
Opoii - 57 979,00 /neTaeceT U ceneM XUIIAH AEBETCTOTHH CEIEMIECET 1 neset/ nesa, oe3 JJC.

- JloctaBka M MHCTajalMsi HA CHCTEMA 3a 3allATA HA CACTEMATA 33 CJICKTPOHHA Mol
/Anti — SPAM/ - 1 Opoit - 22 449,00 /gBajieceT U JBE XM/ YeTHPHCTOTHH YCTUPHIICCCT H
neset/ aesa, 0e3 JAC.

Y1.3. llenute, o KOMTO IE C€ 3aUlalla W3BLPIIBAHCTO HA JTOCTABKATA, NPEIMET Ha
JOTOBOpa, ¢e ompeneis chracuo teHoBoro mpeinoxenue Ha U3ITBJIHUTEJIA. llenure ca
OKOHYATE/IHA W HE [OJUIeKaT Ha MPOMSHA, C W3KIIOYEHHE Ha CoydadTe, TTOCOYCHH W3pUYHO B
un.116 ot 30I1, karo ceiMTe ca KpaitHu u BKTouBar Bewukn pasxonu Ha M3ITbJIHHATEJIA,
HEOOXOAUMH 3a U3ITbIHEHNE MPEJAMETa HA HACTOSIIHS JOIOBOP.

Y4, (1) BBIJOKUTEJAT samnama sa U3IBJIHUTEJIS mnbisenuero Ha
norosopa B cpok 70 30 (TpumeceT) AHH CII€ NPEACTABIHC HA HAITICIKHO oopmeHa daxtypa oT
W3MBbJIHUTEJIS, BetHo ¢ IBYCTPAHHO IOAIMHMCAH MpeIaBaTe/iio — TpUeMaTesIcH npoToKoJl 34
M3BbLPLIEHATA JOCTAaBKa, MOHTaX W HACTPOHKH.

(2) 3amnamianeto ce U3BBpIIBa OT LleHTpanto ynpasnenue Ha ..bearapcku momwm™ EAJI,
B Obarapcku JieBa, 10 OaHKOB MBT Ha ClleHaTa PaHKoBa CMeTKa, MOCOYeHa OT

UL THIATE .

20N
emerka, nocoyeHa B an.2, U3IBJHHUTEJIAT
ysenomsasa BB3JIOKUTEJS nucmeHo, B cpok 3 /Tpu/ paboTHM JIHW OT HACTHIBaHE Ha
npoMsHata. B cnyuaid, ue M3 BbJHUTEA ne yseaomu BB3IJTOKHUTEIIA B 1034 CpOK,
MIaInaHeTo Mo CMETKATa ¢e CUMTa 3a BAIM/IHO W3BbPILUICHO.

VA

III. CPOK HA JOT'OBOPA U MSICTO HA M3ITbJIHEHHUE

Y1.5. HacTosmus JOTOBOP B/lM3a B CHIA OT JaTaTa Ha MOJIKCBAHETO MY OT JABETE CTPAHH
U € ChC CPOK Ha aciicTBue 60 /mecTaeceT/ KaleHJapHH THH.

Ya.6. MBNBJHUTEJST noctaBsi, MOHTHPA, BbBEXKIA B CKCIUIOATAIIMA XapAyEepHHTE
konuryparuu Firewall, Spam, Filter u Application Delivery Controller, kakTo H WHCTAlUPaHE ¥
MOAAPEKKA HA cOMTyepHUTE INPHIOKEHHs BBPXY TAX, KaKTO M UPOBOKIA OOyUeHHC Ha
cIyKuTENM Ha B3noxkurensd, B cpok 10 60 (1mecTaecer) KaJeHAapHH IHH OT laTara Ha







nojnucBaHe Ha Hactosmwms goropop B Llentpanao ympaenenue Ha . bwarapcku momw™ EAJL
Codus, yn.,.,Akanemuk Credan Mnanenos™ Ne 1 61.31.

IV.IIPABA U 3AJIBJIKEHUS] HA CTPAHUTE

Yu.7. (1) Ilpaea u 3agbiokenus Ha Bb3JIOKHUTEJLIA:

1. BB3JIOKHUTEJIAT uma npaso:

- N1a [OJIYYH TOTOBHM 3a eKcIoatauus xapayepuure kondurypanum Firewall, Spam, Filter
u Application Delivery Controller, Kakro W MHCTAIMpPaHE W IOMIPBKKA Ha COQTyCpHHTE
IIPHIIOKECHNS BLPXY TAX, B CPOKOBETE U MPH YCIOBUSATA HA HACTOSIIHSA J0TOBOP;

— Ha cBOeBpeMeHHa Oe3ILIaTHa rapaHMOHHA TTOJUTPHIKKA;

— na GbaaT obyueHu meTHma paboTHHKA /omepatopu/ Ha Bw3noxurens 3a pabora ¢
JIOCTABCHUTE XapAyepH KOH(HUIyparnu, npeJIMeT Ha J0roBopa, B CPOK OT TP pabOTHH JHMU.

2. BB3JTOKHUTEJIAT ce 3anbmxasa:

— na zamnatd Ha M3SITBJIHUTEJISA yroBoperata uewa B pasMep, HaiMH W B CPOK,
CBITIACHO YCIOBUATA Ha Wi. 2 ¥ WI.4 OT 10roBopa;

— 1a npueMe JOCTaBeHUTe XapayepHute KonQurypaumn Firewall, Spam, Filter u
Application Delivery Controller, KakTo W MHCTAIMPaHUTE COPTYEPHU TIPHIOKEHHS BBPXY TAX B
Lentpanio ynpasinenne Ha ,Bearapckn nomu™ EAJl, Codus, ym..Axapemux Credan
Maneror™ Ne | 611.31.

— Ja HalpaBM TECTBAHE Ha JIOCTABEHUTE XapyepHUTE KOH(OHUTYpauuu U HHCTATHPAHUTE
codTycpHH NMPUIOKSHHS BbPXY TSIX, 1 MPaBU OENEKKH H peKjlaMallii OTHOCHO CHCTOSAHUETO UM,
KAaKTO M MPU YCTAHOBSBAHE HAa CKPHTH Ae(EKTH IIPH YCTOBUATA HA HACTOAIINS JIOTOBOD;

— J1a YIOBIHOMOIIM [PEICTaBUTEN, KOHTO jJa NpueMe M MOANHINE CHIPOBOKIAIMTE
JIOKYMEHTH M TNPUEMHO — TpejaBaTelHHs NPOTOKON 3a IOCTABKA, MOHTAX, BbLBEKIAHC Ha
ekciuToatauusi Ha Xapayepuute Koudurypawnu Firewall, Spam, Filter u Application Delivery
Controller, nuCcTAIMpaHe W MOAAPLKKA HA COPTYEPHHUTE MPHUITIOKEHUS BHPXY TAX;

— Ja YIBJIHOMONIA TPEACTaBUTEN, KOWTO jJa [OMNHUINC JBYCTPAaHHHS MNPOTOKOI 3a
mposejgeno o0ydeHME HA METHMa CHyXHTenw 3a pafora ¢ XapyepHHTe KOHQUIypauuu H
codTyepHHUTE HPUITOKCHHS KbM TSX.

Yn.8. Ilpasa u 3axbiokerus Ha H3ITbJIHUTEJIS:

1. I3ITBJIHUTEJIAT uma npago:

— Jla TIOJTY4YM YrOBOPEHATa cyMa B pasMep, HaYuH M CPOK, CHIITACHO YCIIOBHATA MOCOYEHH B
HACTOALIUSL A0TOBOP;

— HA ITRJICH JOCTBII O MACTOTO 3a JOCTABKA U MOHTAK Ha XapAyepHHTEe KOHQHIypauuu 1
codhTyepHHTE TPUNOKEHUA KBM TSX;

2. U3IBJHUTEJIAT ce 3anemxasa:

— @ JIOCTaBH, MOHTHpA, BhBEAE B EKCIUIOATAIMA XapayepHuTe KoH(urypauuu Firewall,
Spam, Filter w Application Delivery Controller, ¢ WHcTanupauu M IOMIPBKKA Ha COPTyepHUTE
HPHIOKCHHUS BBPXY TSX;

— @ OCUI'YPH TIBJTHA rapaHIIHOHHA MOJAPBIKKA;

— J1a YILJIHOMOINYM TIPEACTABUTEN, KOWTO jAa lipefaje M TOANUILE ChIPOBOXIALINUTE
JOKYMEHTH U IIPUEMHO — TIPEAABATE/IHHA IIPOTOKOM 3@ A0CTABKA, MOHTaX M BHBEK/IAHE B
eKCTINoaTalHts.




— cleJl MOHTHMpaHe M BBBEKIAHE Ha XapiAyepHHTC KOH(uUrypauud H copryepHHTE
IPUIOKEHHS KBM TSX B €KCIUTOATalus, 1a nposeie obydeHue Ha 5 paOTHHIM /oneparopu/ Ha
Br3toxkuTens 3a paboTa ¢ HOBUTE CUCTEMH, B CPOK OT 3 paOOTHH JIHH;

— Jia YITBTHOMOLIM CBOM IIpEe/ICTAaBUTEN, KOHTO Ja MPOBECJEC OOYYEHUETO H TOIMHINE
JBYCTPaHHHs IPOTOKO 3a IPOBEJECHO OOyUEHHE.

V. TPEXBBPJISIHE HA COBCTBEHOCTTA U PUCKA

Y1.9. CoOCTBEHOCTTA BHPXY JOCTABCHHTE XapjyepHH KOHGHUTYparunm U codTyepHHTE
mpuToKeHUs kbM TX, npemuHasa Bbpxy BB3JIOKHUTEJIA, ¢ noanucsaHeTo Ha MPUEMHO —
IIpeflaBaTe/IHUs [IPOTOKOJT 3a MOHTHpaHe M BBBEKIAHC B CKCILUIOATALUA, OT YIMBIHOMOLUECHH
IpeACTaBuTeNM Ha crpaHuTe. OT MOMEHTa Ha IOANHMCBAHC Ha NPOTOKOJA, BCHYKH PHCKOBE
npemunapaT Bbpxy Bb3JIOKUTEJIS.

Y110, B mpuemHo — mpegaBaTeNHUs MPOTOKON Ce€ yKasBa BH/Ja Ha XapIyepHHTE
KOH(pHUTypaimu U cobTyepHUTe NMPHI0KEHUA KbM TAX, HOMEp Ha TapaHIMOHHA KapTa, MSICTO W
JIEH Ha J0CTaBKa, MOHTAX M BHBEKIAHE B €KCILIOATAIINA, KaTO C€ OTPa3sBaT U BUJIUMHTE NedeKTH
fako UMa TaKkuBa/.

VL. PEKJIAMALIIMU U TAPAHIIUOHHH CPOKOBE

Ya.11. C noanucBaHeTo Ha MPHEMHO — MpeaBaTe/lHusl IPOTOKOIL, TIPH YCJIOBHATA Ha YI1.6
U3NBJHUTEJISIT rapantepa CHOTBETCTBHETO HA  XapAyepHUTE KOH(QUrypauud H
codyTyepHUTe NPUIOKEHUS KBM TAX, ¢ Texuuueckure usuckpanus Ha BB3JIOKHUTEJIS
Mpunoxenune Nel/.

Y12, [apaHIMOHHHMST CPOK Ha XapayepHHUTE KOH(UrypauMu H coQTyepHHTE
TIPHUITOKEHUsT KbM TAX € 12 Meceua /nocoueHus cpox om yyacmiuxa 6 Texunueckomo my
npeoioscenue — Ipuioxcenue Ne 2, cb2lacHO OeKIAPUPAHUSL OM NPOU3EOOUMERS/, CYUTAHO OT
JaTara Ha BHBEXKIAHE Ha CHIMTE B €KCILIOATAIMS U TIO/IMMCBAHE Ha MPOTOKOoIa 110 1. 8.

Yn.13. T'apanuuonnoro obciyxksane ot crpana nHa H3ITBJIHUTEJIA obxpama
0e3BL3ME3/IHO OTCTPAHSBAHE Ha OTKJIIOHEHUSTA HA Xap/yepHUTe KOH(QHUTypauuu U codpryepuure
NPHIOKEHUA KBM TAX OT TEXHUYECKUTE lIapaMeTpH, IIOCOUYCHHU B JOKYMCHTALINATA.

Yia.14. (1) Heszabauo crmen pwu3uukBane Ha nospeia, Bb3JIOKUTEJAT ornpass
nucmena 3aaska 10 H3ITBJHUTEJS uva ten. 02 439 5151, e-mail: sales@efellows.bg.

(2) TapanmmoHHOTO OOCHy)KBaHe ce€ H3BLpLIBA HA MACTO, KaTO BCHYKH pPa3xo/H,
BKIIIOYUTETHO TPAaHCTOPTHUTE, 3a OCbLIECTBABAHE Ha JeHHOCTHUTE MO Bb3CTAHOBABAHE
Ha KOH(pUrypauusaTa ¥ HOPMATHHS peKuM Ha padota ca 3a cMeTka Ha UZITBJIHUTEJISA.

(3) UB3IIBJIHUTEJIAT ocurypsBa IECHTpaTM3HpaHO TMpHEMaHE HA 3asiBKUTE 34
obcnyxsane (Help Desk ) ¢ paboTro Bpeme 10 gaca x 6 n1Hu B ceamMunara.

(4) Bpemero 3a cepBH3HA peaknus Jla € HE To - ABIro oT 4 (UeTHpu) daca, ciefd
[IOJIABAHETO HA 3asBKa 0T MOTPEOHTEIA, B KOATO c€ TIOCOYBa BPEMETO Ha NMojaBaie Ha 3asaBKara.

(5) CpokbT 32 OTCTpaHsiBaHE Ha NOBpejaTa /1a € He MOo-rojisiM oT 1 JeH (10 clieaBamms
paboreH jieH, ciel| JeHs Ha MoNyYaBaHe Ha 3asBKaTa). [Ipy HeBB3MOKHOCT 3a OTCTpaHABAHE Ha




[10BpEJIaTa B TO3U CPOK, CHOTBETHOTO 00OPYIBaHE ce 3aMeHs ¢ paboTOCTOCOOHO OT CHINUS WIIH
[10-BUCOK KJIac.

(6) B pamxwuTe Ha nupsute 30 (TpHaeceT) JHU OT JaTaTa Ha JOCTaBKa Ha 00OpYyIBaHETO
M3OBJHUTEJAT ce 3aapkaBa 1a N0 JMeHH BCHUKH Ae(eKTUPAIH U3ICNTNs C HOBH,

(7) Ilpu HEBB3MOXKHOCT 1a OBOAT OTCTpaHEHH Ne(EKTH, MOABMJIM CE B TapaHIMOHHUS
cpok, MBIMTBJIHUTEJIST 3amens nedeKTHPaNoTo H3IEIUE ¢ HOBO.

(8) l'apaHLIMOHHOTO CepBU3HO OOCTyXBaHC cieaBa Ja ObJe OCBIIECTBABAHO TIPH
clia3BaHe W3HMCKBAHMATA Ha TEXHWUYECKATa M CEPBH3HA JIOKYMEHTaUWs Ha IPOW3BOJMTE/IA HA
000OpyABaHETO.

Yi1.15. (1) BB3JIOKHUTEJSAT uma npaBo B paMKUTE Ha rapaHIMOHHHS CPOK J[a [IpaBH
pexnamanun npen U3ITbJIHUTEJIA 3a koncraTHpaHd SBHH HEAOCTATHIH WK TOABHIN Ce
CKPMTH HEJOCTATBIIM, KATO MCKa OTCTPAHSBAHETO WM KOPHUTHPAHETO UM 33 CMCTKa Ha
N3ITBJHHUTEJIA u ykaxke Moaxo Ll CpoK 3a TOBa.

(2) PeknamanMoHHOTO ChHOOIIEHHE MOXe na ObIe H3mpaTeHo 1o (akc, Teneow,
eJIEeKTPOHHA MOLIA, JIMIEH3UPaH MOLEHCKH OlIepaTop.

Yn.16. B cnyuaif, ge ce ycraHoBsT ckputd HemoctaTbid, 3a kouro HIITBJIHUTEJIAT
micMeno € 6un ysegomen oT Bb3JIOJKUTEJISA, B paMKuTe Ha rapaHUMOHHUS CPOK, CHIUAT €
JUTBCH /14 3aMEHU CHOTBETHATA 9acT ¢ HOBA IIPH yCIOBUATa Ha Wi.13.

VIL. OTTOBOPHOCTH ITPH HEM3IIbJAHEHUE. HEYCTONKU

Yn.17. (1) Tlpu 3abaBeHO W3MBIHCHNE HA 3aJb/DKEHHATa MO 9.6 u  uil4,
U3NMBJIHUTEJAT nemoxn va BB3JIOJKHUTEJS Heycroiika B pazvep Ha | % /eaun nporeHT/
Ha JIEH OT CTOMHOCTTA Ha TOTOBOPA, 32 BCEKU [IPOCPOYEH JICH.

(2) BB3JIOKHUTEJISIT uma npaBo Ja yIBPKH BCAKa ABMKAMA 110 TO3H Jlorosop
HEyCTOMKa upe3 3aibpikaHe Ha cyma OT [apaHuusTa 3a U3IBIHEHHE HIH 4YPE3 NPUCIAJAHE OT
JABIKUMO 1uialnane mo Jlororopa, karo ysegomu nucmeno U3ITbJIHHUTEJISA 3a Tosa.

Yn.18. Ilpu mpocpousane Ha noropopernte miamanus Bb3JIOKHUTEJAT winana B
3abaea n ABIIAKHA Heyc"roﬁtca B pa3sMep Ha 3aKOHHAaTAa JINXBa BBPXY HEH3IIBIIHCHATA YacCT.

Yn.19. Ilpu HeusnbIHEHHE HA OCTAHANNTE 3aIbIDKEHUA HA CTIPAHHTE IO JIOrOBOpA,
HEU3MPABHATA CTpaHa OTroBaps 3a BCHUYKH IIPEKU U HEIIOCPEICTBEHH BPEIH W MPOTMYCHATH 110J13U
U IbJUKM 00e31IeTeHHE Ha H3NIpaBHaTa CTpaHa, 10 pasMepa Ha BpeJlaTa i poIycHarTara rnoJisa.

Yu1.20. [L1amaneTo Ha HEYCTOMKUTE, YTOBOPEHU B TO3H J[OTOBOP, HE OTPaHAYaBa MpaBoTo
Ha usnpasuara CTpaHa Ja ThPCH PEaylHO MU3MBIHCHHE W/UNK oOe3lueTeHue 3a [IOHECEHH BpelH U
[IPOITYCHATH NMOJ3H B MO-TrOJIAM pasMcep. ChITIACHO IIPHIIOKHMOTO 11PaBo.

VIII. TAPAHIIUM 3A USITBJIHEHHE HA 1OT'OBOPA

Ya. 21. (1) [1pu noanuceanero Ha to3u Jorosop, H3ITBJIHUTEJIAT npencrass




na BB3JIOJKHUTEJISI rapanuus 3a m3nbiHeHHe B pasmep Ha S5 % (mer Ha ¢T0) OT
croiiroctTa Ha Jlororopa 6e3 JIJIC, a umerHo 9396,20 (neBeT XWisin TPUCTA AEBETACCET H MIECT
JdeBa M BajeceT CTOTHHKM) JieBa, KOSTO CIyXH 3a o0esmeuaBaHe Ha W3IL/IHEHHCTO Ha
zagpipkenraTa na U3MBJIHUTEJIA no Horosopa.

(2) Ctpanute ce cbriacssar, 4¢ Cyma B pasmep Ha 9396,20 (1eBeT XAl TpHCTa
JICBETHIECET M IIECT JIEBA M JBANECET CTOTHMHKH) JieBa, MpeJACTaBnsBaina 5 % (meT Ha CT0) OT
TapaHupsta 3a M3MbJIHEHHE, ¢ NPEJHA3HAueHA [0 — KOHKPETHO 3a oOe3ncvyaBaHe Ha
rapaHlHOBHOTO [OJThpkate, IIPeABKAEHO B JloroBopa.

Y, 22. FapanuusTta 3a usnbaaenne ce mpenctass mo m3bop na U3IIbJIHATEIIA B
eaua oT ceaHute Gopmu:

l. mapuuna cyma;

2. 6aHKoOBa rapaHIus;

3.3aCTpaxoBKa, KOATO 00e3reyaBa H3MbAHEHHETO Upe3 HOKPUTHE Ha OTTOBOPHOCTTA
na U3MbJIHUTEJISA.

Y. 23. Koraro IapaHiusra 3a W3NbIHEHHC CE NPEICTaBs BbLB (QopMara Ha MapuyHa
cyMma, cymarta ce BHacs 1o 6aHKoBara CMETKa Ha BBH3JTOKHUTEJIS, kakTo clieasa:
Banka: ,][enrpanHa kooriepatnBHa OaHka AJl,
IBAN: BG67CECB97901042981001
BIC: CECBBGSF

Y. 24. (1) Korato Iapanmusara 3a U3MBIHCHUE ce IPe/ICTaBs BbB opmara Ha DaHkoBa
rapariwms, npu nopmuceaero Ha  Jlorosopa U3MIBJHUTEJAT  mperasa Ha
BB3JIOKHUTEJS opurunateH ek3eMIUlp Ha OaHKOBa rapaiiud, wW3jajeHa B lojza Ha
BB3JTOKHUTEJIS, koaTo TpsaOBa f1a oTrosaps Ha CleHUTe H3NCKBALK:

1. na 6bye Ge3yclIoBHA W HEOTMEHsIeMa OAaHKOBA rapaHlid, BB dopMa, TPeABAPHTEITHO
onoGpena or/ceriacysana ¢ Bb3JIOKUTEJIS, ma chibpika 3aIbkenye Ha GaHKATa - TapanT
Ja M3BbPLIM ILTAlaHe IPH MbpBO nucMeHo uckane oT Bb3JIOKHUTEJIA, nexnapupai, ve ¢
paaue newsnbaHeane Ha samgbixenne Ha W3INbJAHMUTEJIA mnw apyro OcHOBaHWe 3a
3a1bpkaHe Ha [apaHIusTa 32 H3IBIHEHHE 110 To3H JloroBop:

2.51a OBae uzgageHa ot odcnyxksamara 6anka Ha U3IIBJIHUTEJISA [6anka umy KjaoH
Ha Uy)KIECTPAHHA OAHKa, KOWTO paslofaraT ¢ BAIMIHO pa3pelieHHe 3a U3BbpIIBaHe HA GaHKOBA
neitHoCT Ha TepuTopHATa Ha Peny6imka Boirapus, npeisapuTenHo o100peHa OT/chraacyBaHa ¢
BB3JIOKHUTEJIA u

3.71a Obile CbC CPOK Ha BAMMAHOCT 3a Henus Cpok Ha aeiicisue Ha Jlorosopa, nuoc 30
(Tpuaecer) JHW ciie] M3THYAHE HA APAHIMOMHH CPOK TO JOI0BOpA, KAaTO HPH HEOOXOMMMOCT
CPOKBT Ha BAIMAHOCT Ha GaHKOBATa TapaHLMs C€ YIb/UKABA HITH CC H3/1aBa HOBA.

(2) BaHkOBUTE Pa3Xxoiy MO OTKPUBAHETO M NOANBPXKaHETO Ha ['apaHInsTa 3a H3bJHEHHE
BbB (popMaTa Ha OaHKOBA IapaHNMA, KAKTO W TIO YCBOSBAHETO Ha CPEACTBA OT CTpaHa Ha
Bb3JOKHNTEJIS, npn HaIMYKHeTO HA OCHOBAHKe 3a TOBA, ca 3a cMeTka Ha M3IIbJAHUTEJIA.

Yn. 25. (1) Koraro Tapanmmsta 3a W3MBIHCHHE ce NPEiCTaBs BbB (opMara Ha
3acTpaxoBka, npu noanucsaHero Ha Jlorosopa HWIINBJHUTEJISIT mnpenaBa na
BB3JTOKHUTEJIS opurusaicH ek3eMIUIAp Ha 3aCTpaxoBaTeNiHa Nojidua, U3/lajieHa B 11071338 Ha
BB3JOXKUTEJS / B xoaro BB3JIOJKHUTEJIAT e nocoueH kaTo TPETO MOJ3BALIO €€ JIAIEC
(6enedunnep), KosTo TpAOBA Ja OTTOBaps HA CICIHAUTE H3MCKBAHH:L:




1.ma oOe3nedyaBa U3NLIHEHAETO HA TO3H JloroBop 4pe3 MOKPUTHC HA OTIOBOPHOCTTA
na U3ITBJIHUTEJISA;

2.1a Obje U3dajieHa OT 3acTpaxoBaTel WM KIOH Ha YyKJISCTPAHCH 3acTpaxoBarci,
KOWTO pasmonaral C BaIMJEH JMIEH3 3a W3BBPIIBAHE HA 3acTpaxoBarelHa JAEHHOCT Ha
tepuTopusita Ha Penybnmka Bbirapus, npeiBapHTeNHO  OJIOOpeH  OT/CBIIACyBaH ¢
BB3JIOKUTEJIA:

3. U j1a 6BJIC CbC CPOK Ha BATMITHOCT 3a LENHs CPOK Ha jelicTBhe Ha Jloroopa, mmoc 30
(TpujieceT) MHU Clle W3THYaHe Ha rapaHllMOHHY CpoK 110 JloroBopa.

(2) PasxoauTe 10 CKIIOYBAHETO HA 3aCTPAXOBATCIIHUS JOTOBOP M HOATbPKAHETO Ha
BANM/HOCTTA HA 3aCTPaxOBKaTa 3a M3UCKBAHHMSA CPOK, KaKTo M II0 BCAKO H3MallaHe Ha
3acTpaxosarenHo obesmerenne B nonsa Ha Bb3JIOYKUTEJIA, npu naqnuuero Ha oOCHOBaHUe
3a ToBa, ca 3a cMetka Ha U3IbJIHUTEJISL

Y. 26. (1) B cnyuait Ha uzmeHenne Ha Jlororopa, u3sbpIiecHO B CbOTBETCTBHE C TO3H
JIoropop U M[PHIOKMMOTO [PABO, BKIIOUMUTEIHO KOTATO H3MCHEHUETO € CBBLP3aHO C
nHjekeupade Ha Llenara, ympaxHABaHE Ha ONIMA (B T.4. 33 W3BBPLUIBAHE Ha JOIBJIHMTCIHU
yeayru), M3MBJIHUTEJISAT ce 3amemkasa ja TpeinpueMe HEOOXOIUMHTE JCHCTBHA 32
[pUBEX/IaHe Ha | apaHuusATa 3a W3IBLIHEHAC B CHLOTBETCTBUE C H3MCHEHUTE YCJIOBUSL HA
JloroBopa, B cpok 10 5 /mer/ OHH OT NOMIHCBAHETO HA JOMBIHHIENHO CNOPAasyMCHUE 3a
H3MCHEHUETO.

(2) JleiicrBugTa 3a npuBeXyaHe Ha [apaHnuara 3a M3MBIHEHHE B CBOTBETCTBHC C
M3MeHeHUTe YeToBus Ha JIoroBopa Morar Jia BKJI04YBaT, 1o H300p Ha N3MNbJIHUTEJIS:

|.BHacsHe Ha JOIBIHWATENHA [apuYHa cyMa Tno OaHkoBata cMeTka Ha
BBH3JIOKUTEJIA,

2 IIpefocTaBsHE Ha JOKYMEHT 33 M3MEHEHHC Ha ITbpBOHAYanHara GaHKoBa rapaHlms viu
HOBA GAHKOBA rAPAHIIHS, MPH CIA3BaHE HA M3UCKBaHMsTa Ha Wi, 24 ot JloroBopa; n/wim

3. mpemocTaBiHe Ha JOKYMEHT 3a W3MEHEHME Ha MbPBOHAYA/IHATA 3aCTPaXOBKa HIH
HOBA 3aCTPAxOBKa, TIPY CIA3BaHE Ha M3MCKBaHMATA HA WI. 25 ot Jlorosopa.

Ya. 27. (1) BB3JTOKUTEIAT ocBoboxkaasa ['apaHiusTa 3a H3TBIHEHHAE B CPOK 10
30 (Tpujecer) [HH CiieA M3THYAHE HA IapaHIMOHHU CPOK TO J0rOBOpa, B NBJICH pasMep U
W3THYAHE CPOKa Ha rapaHUHOHHATA MOJJAPHKKA, AKO JIMTICBAT OCHOBAHWA 3a 3a(bPXKAHETO OT
crpana na Bb3JIOMKHUTEJIA na xaksaTto u fa € cyMa 1o Hed.

(2) OcBobokaapareTo Ha ['apanuusiTa 33 M3MTbJIHEHHE CE M3BBPLUBA, KAKTO ClIC/BA!

l.xorato e BBB (opmara Ha mMapuyHa cyMa — 4pe3 TpCBEKJaHe Ha cymara 1o
fankosara cMetka Ha U3ITBJIHUTEJIA, nocouena B 4.4 an.2 ot Jloropopa;

2.xoraTo € BbB (popMaTa Ha OaHKOBA rapaHlUsd — Ype3 BPbIIAHE HAa HEHHUS OpHTHHAI
na npeacrasuren Ha U3ITbJIHUTEJIA vinu ynbinoMOIICHO OT HEro JIMIE;

3. koraro e BHB (opMara Ha 3acTpaxoBKa — upe3 BpPBINaHe HA OPUTHHANA Ha
3acTpaxoBaTe/HaTa  IOJMIA/3aCTpaxoBaTeTHus  ceprdukar  Ha  OPEJACTaBUTE]l  Ha
U3MBJIHUTEJIS uid yIBIHOMOLIEHO OT HErO JTHLE/U3MIpaane Ha [HCMCHO YBEIOMICHHC
A0 3acTpaxoBaTeiii.

(3) T'apanuusta He ce ocpoboxnasa or BB3JIOKHUTEJIA, ako B uponeca Ha
ninbiHcHUe Ha JloroBopa ¥ CpoKa Ha rapaHIIMOHHATA [OJIPBKKA ¢ Bb3HUKHAI CNIOP MEXKIY
CTpaHuTe OTHOCHO HewsibiHeHWe Ha 3aubipkeHuaTa Ha HU3IIBJHMWTEIS u BenpochT €
OTHeceH 3a pemasane npel cbi. [Ipu pewapade Ha cnopa B nojsa Ha Bb3JIOKUTEJIA Toii moxe

Ja OpUCTHITH KbM YCBOABAHE HA rapaHlinuTE.
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Yn, 28. BBIIOKHUTEJBIT wma npaBo jaa 3aibpKH ChOTBETHA 4YacT M Ja ¢¢
yraoBneTBopH oT I'apanumsta 3a uanbiHenne, korato U3IMTbJIHATEJIAT e u3mbaay HiAKOE OT
HEroBHTE 3a,b/UKeHHs 1no JIoroBopa, KakTo H B CJydauTe Ha JIOLIO, HaCTMYHO U 3a0aBeHo
H3mbaHeHue Ha koeTo U Aa ¢ 3aabiokenne Ha USITBJIHHUTEJIS, kato ycBou TakaBa 4acT OT
TapaHIuATa 3a M3MBIHCHUE, KOATO CLOTBETCTBA Ha Yropopenara B JloroBopa HEyCTOHKa 32
CHOTBETHHS CITydail Ha HEM3ITbIHEHHE.

Yn. 29. Bb3JIOKUTEJAT uma mpaBo aa 3aabpxku [ apaHIuaTa 3a U3IBIHCHHE B
IbIEH pa3Mep, B CICIHUTE CITydan:

1. ako UBMBJHUTEJAT He 3anoune paboTa 1o u3MbIHeHUe Ha JloroBopa B CpoK
no/3a mepuog mo — AbOer oT 10 (decem) aHM cnen JlaraTa Ha BIW3aHE B CHIA H
BB3JIOKUTEJIAT paseanu JloroBopa Ha TOBa OCHOBaHHC,

2. IPM MBJIHO HEW3MbJIHEHHE, B T.4. KOraTo YCIyriTe HC OTroBapAT Ha U3UCKBAHNATA
na Bb3JJOKUTEJIS, u pazanaue Ha [lorosopa ot crpana na Bbh3JIOKUTEJIS na topa
OCHOBAHWC;

3. upu mpekparapane Ha aeitoctta Ha U3ITBJIHUTEJIA nimm npy 005BABAHETO MY

B HECBCTOATCIIIHOCT.

Yn30. B Bcekm caydaii Ha 3agppkaHe Ha lapaHuusaTa 3a  W3IBIHCHME,
BB3JOKUTEJAT ysenomsisa U3NNbJAHHUTEJIA 3a 3a1bpKaHeTo M HEIOBOTO OCHOBAHHE.
3ajbpKaHeTo Ha ['apaHIMATa 32 H3MBIHEHHE H3IAI0 WM 9AaCTHYHO HE H3YEpnBa IpaBaTa Ha
BB3JTOKHUTEJS na Thpcu 00€31UeTeHUE B IO-TOJIAM pazMep.

Yna. 31. Korato BB3JOXKUTEJISIT ce e ymoeimerBopua oT [apanmusra 3a
wsnbinerne n JloropopsT npoabikasa aa € B cnna, M3ITBJIHUTEJIAT ce 3aibkaBa B CPOK
m0 5 (nem) nEn ga pombnHu ['apaHuuATa 3a W3NBIHEHHE, KAaTO BHECE YCBOeHAaTa OT
BB3JIOKHUTEJAA cyma nmo cmerkara Ha BB3JIOXKHUTEJISA wiu npenocraBu AOKYMEHT 32
W3MEHEHWE Ha NhbpBOHAuYanHata O0aHKOBA IapaHIMA WNM HOBA OaHKOBA TapaHius, CBOTBCTHO
3aCTPAaX0BKA, Taka 4€ BBB BCEKH MOMCHT OT JeficTeuero Ha Jlorosopa pasMepsT Ha
["apaHiuATa 3a U3IIBIHEHKE Ja ObJe B ChOTBETCTBUC C Uil 21 ot Jorogopa.

Ya. 32. BB3JIOKHUTEJAT He ApJKH 1MXBa 32 BPEMETO, NMPE3 KOETO CpeacTsara
1o TapaATaTa 32 U3IIBITHEHUE Ca TIPECTOLIH IIPH HETO 3aKOHOCHOOPa3HO.

IX. MOBEPUTEJHOCT

Ya.33. (1) Besika OT CTpaHKUTE 10 HACTOAIIMS JOTOBOP € JUThKHA /1A 13K B TalHa BCAKa
KOH(pHUIeHIManHa HHpopMauus, ocobeHo cinykeOHUTE M npodecHoHaNHUTe TalHH, KOUTO €
y3HaNa BLB Bph3Ka ¢ paboTara CH 10 TO3W JIOTOBOP, HE3ABHCHMO AANM Tasw MHGOPMATWS Kacae
JMPEKTHO CTpaHaTa WM TS My € Oula pa3KpuTa OT TpeTH Jimua. Tosa 3abIKeHUE 0CTaBa B CUJIA
HEe3aBHCUMO JajId KoHbuaeHyuasHaTa “HGOpMaIUATa € CBLP3aHa ¢ MPeJOCTaABCHUTE YCI1yTH 0
HacTOAIUMA JOTOBOP.

(2) CnyxebuuTe M podecHOHATHATE TalHHU ca (aKTH, KOMTO BCAKA OT CTPAHUTE Keae
Ja 3ama3u KonduaeHnuaHu. Te BKIFOYBAT B HYaCTHOCT HOBOBbLBEICHHS Ha CbLUECTBYBAIM WIIHK
ObJelH NPOJYKTH KM YCIYrd, KOMTO CTpaHara IIpoJiaBa MJIM M3II0JI3Ba, KAaKTO M JaHHH M
nH(OPMALIHH, CRBP3aHH B IIAIOCT CBHC CTOTIAHCKMTE JEHHOCTH, KaTo: MpOojaxOM, pasxoiH,
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neuasbu, rieHoodpaszysane, Ou3Hec opraHusauusd, 0aza AaHHM 3a JIOCTABYMLH M KIMEHTH H Ip.
110100HM TaHHYU, KOUTO HE CJIe/Ba 1a OBbJaT CUMTAHH KaTo MH(OopMaIMs 3a 000 IOI3BaHE.

(3) 3ampmkenusTa 3a MOLLBPKAHC HAa KOH(HICHIMATHOCT, CBHIBPKAIM CE B TO3H
JIOTOBOP, OCTaBaT B cuna 24 /mpajieceT U YeTHPH/ Mecewa CJIe]T MPEKPATsBaHeTO Ha 10I'0BOpa.

(4) 3a BCAKO OTK/IOHEHHE OT 3aJbIDKCHHATA 3a IIOJIbPKAHE HA KOHQHACHUMATHOCT
cTpanaTa TpA0Ba 1a 10Iydd MPEIBAPUTENHO TMCMEHO PaspeIicHre oT ApyTraTa CTpama.

X. HENPEJABUJIEHU OBCTOSTEJICTBA

Y.1.34. CTpaHuTE 110 HACTOSMIMS JOTOBOP He JbIDKAT 00E3IIEeTeHNe 32 MPeThPIICHH BPEIH
¥ TIPOTTYCHATH MOJT3H, B CIIyYail Ye MOC/IeIHHTE Ca IIPHYHHEHH 0T (OPCMaKOPHU OOCTOATE/ICTBA.

Yn.35. B ciydaii ye crpaHaTa, KOSTO € CICABANO Ja M3MBJIHA CBOE 3a/JbL/DKEHHE TIO
Jorosopa, € Ouna B 3a0aBa, TS HE MOKE J1a CE 11030BaBa Ha HEMPEoJ0IMMa Cuila.

Yn.36. Crpanara, 3acerHaTa OT HEMPEOA0IMMA CHJIA, € JUIbKHA J1a NPEANPHEME BCHYKH
neficTBusl ¢ IpKaTa HA JO0OBP CTOIAHMH, 33 Ja HAMAIK JI0 MUHUMYM TIOHECEHHTE BpCIH W
3ary0H, KakTo M Jia YBEJOMH [KUCMEHO Apyrata cTpaHa B CpOK 2 (1Ba) JHM OT HAaCTBIIBAHETO Ha
Henpeojonumara cuia. [Ipn HeyBeIOMsBaHE ce JBDKH O0E3IUETEHHE 33 HACTBIMIATE OT TOBA
BpEIU.

Yn.37. Jokaro Tpae HENpPeoJo/MMaTa CHMIA, U3NBIHCHUECTO HA 3aJb/KEHHATA Ha
CBBP3aHNTE C TSAX HACPCIIHU 3abIDKCHHUS Ce CIIHpa.

XI. [IPEKPATSIBAHE HA TOT'OBOPA

Y1.38. HacTosiuusaT 10r0BOp ce IpeKpaTsBa:

1. C u3THUaHe CPOKaA Ha JOroBOpa;

2.  C oxoHYATEIHOTO MY U3IIBIIHCHUE;

3. Tlpn BMHOBHO HEH3MbIHEHHWE Ha 3a1b/DKEHHATA HA €IHa OT CTpaHHTe 1O J0roBopa,
cren 10-1HEBHO MUCMEHO TIPEIM3BECTHE OT M3NpaBHATA 0 HeW3NpaBHaTa cTpaHa. B cpoka Ha
IPE/IM3BECTUETO CE 1aBA BH3MOKHOCT HEH3MPABHATA CTPaHa /ia M3IbJIHH 3aTbIKEHUETO CH;

4. Tlo B3aEMHO ChIJIACHE MEXIY CTPaHWTE, U3paseHo B THCMeHa Gopma;

5. Tlo pena Ha wi. 118 ot 3axona 3a 00MECTBEHUTE TOPBYUKY;

XII. BAKJIIOUHUTEJIHU PA3SIIOPEABU

Y1.39. M3meHeHHe Ha CKIIOYEH JOTOBOP 3a OOIIECTBEHA IIOPHYKA C€ JOMycKa no
M3KIIOYeHHe, TIPH yCIoBAATa Ha wi. 116 am.1 ot 3akoHa 3a 00IIECTBEHUTE MOPBYKH.

Y1.40. (1) KopecmoHaeHMsTa MY CTPAHUTE I10 [TOBOJ1 HACTOSIIHS JOTOBOP ClIeBa Aa
Gbae B nUcMEHa dopMa M Ce CUMTa 3a BalIHHA, KOTaTo € H3IpaTeHa no mnomara (¢ obpaTHa
pasnucka), 1Mo (axc, eIeKTPOHHA MOIUd HIM TpejgieHa 4pe3 KypHep cpelly MOANHC Ha
npuemMallara CTpana, Ha CJICIHHTE aJpPECH:
1. 3a BB3JIOKUTEJISA: rp. Codusa 1700, paiion ,,Cryaentcku”, yu.  Axagemuk Ctedan
Mnangenos" Ne 1, 6. 31,
2. 3a UBN'BJJHUTEJISA: anpec: Codus, yiu. ,,Kozax™ Ne 41, ten. 02 439 5151




(2) 3a KOHTpOJI MO M3MBIHEHHE 3aJbDKEHHMATA [0 J0I0BOPA, KAKTO U IMOJMHCBAHE HaA
NPUEMO — Npe/IaBaTe/IHuTe NPOTOKOJIH, IBETE CTPAHH NOCOBAT CIIEJJHUTC CBOU Hpe,U,CTaBHTC"[H

3a BB3JIOKHUTETL T e e T
34, e-mail rdontchev(@bgpost.t C/G . 7R, 0{ e Ig: 5 \j:? ;{f/ )

3a M3IITBJIHUTE]
5151, e-mail: sales@efellows.bg

(3) Tpu mpomsiHa Ha HsAKoe OT obcTosTeNncTBara oT all WM 2, cTpaHara e JITbKHA Ja
YBC/IOMH JPYraTa B 3 — qHEBEH CPOK OT HACTBIIBAHE HA NpoMsHaTa.

(4) Koraro HKOS OT CTpaHUTe € MPOMEHMNA ajpeca CH, 0e3 Ja YBEJIOMU 3a HOBHS CH
aJipec JipyraTa cTpaHa, ChoOIIEHHATA IIe CE CUMTAT 33 HaJJIeKHO BPbUCHU U KOTATO €& U3IIpaTeHH
Ha cTapus aapec.

Ym.41. Crpauure ce JOTOBapAT BCHYKH CIIOpPOBE, [OPOJEHH OT TO3H [OTOBOpP HIH
OTHACSIM €€ [0 HEro, BKJIIOYMTEIHO CIOpPOBE, MOPOACHM HIIM OTHACALIM C€ JIO HETOBOTO
M3BbITHEHHUE, ThIKYBaHe, HeJeHCTBUTENHOCT, H3TBTHEHUE UM [TPEKpaTABaHe, KaKTO H CIIOpPOBE
3a MOMBJIBAHE HA MPA3HOTH B JOTOBOpa HIH NPHUCTIOCOOABAHETO MY KBbM HOBOBB3HHUKHAIN
o0cTosATeNCTRa, e ObIAT paspelliaBaHy Mo CIIOpa3yMeHHe MeXy crpaHuTe. [Ipu HemocTHrane
Ha CchINIACHE MEXIY CTpaHHTE, Cropa e ObJe OTHECEH 3a pellaBaHe KbM KOMOETCHTHHSA CHI B
Peny6auka buirapus.

Y42, 3a BCHYKH HEYPEISHH B TO3HM JIOTOBOP BBIPOCH Ce TPHJIAraT pasIopenduTe Ha
JeicTBaloTo OBIrapcKo 3aKOHOATENICTRO.

Yn.43. Crpanutre HAMAT MNpaBO [a MNPEXBBLPIAT MpaBara W 3aJbIDKCHHATA CH,
TIPOM3THYALIM OT TO3M JIOFOBOP, HA TPETa CTpaHa, OCBEH B cirydanTe mo un. 116, an.1 1.4 6.,.6 ,, oT
3011

HacrosiiuusT JIOTOBOp ce ChCTaBH W MOJIUCA B TPH €AHOOOPA3sHU CK3EMILIApA, €IUH 32
HN3ITBIIHUTEIA 1 nsa 3a BB3JIOKHUTEIIA.

Hepa3zaenHa yacT oT HACTOSIIHSA 10T0BOP ca:

1. Texuuuecku nznucksanus na BB3JIOXKUTEJIA — punoxkenue Ne 1;

2. Texmmuecko npemnoxenne Ha USITHIIHUTEIA — [Tpunoxenue Ne 2;

3. llenosa opepra va U3ITBIIHUTEJISA — [Ipunokenue Ne 3

4. TapaHuus 3a U3MbJHCHHUE

 IOTOBAPSIIIA CE CTPAHM: . .

>
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aipazeny No3
TEXHHYECKO IIPEVIOKEHHE
no wi. 39, an 3.1 1 Gyksa 67 ot [TI300]
38 H3LBIHEHHE HA MOPBUKATE B ChOTRETCTBHE ¢ TEXHUYECKITE
CHCTHGHKALIN W HIHCKBAKHATA HO BH3TORITCA

Hoaynoanucannst Wsan llasios [lasios. ¢ mmma kapra Ne 005618340, wizatens na
17.07.2008 ot MBP Besmxo Tupuoso, ¢ EI'H 6903191428, 8 xauccrsoro mu na Ynpasure:
{_imcolm:; CE CROTBOTHOTO KaueoTso 22%& amnerod, npeserasassay Mdenove OO mocousa oo
}sz:f;z:’fc'L'xr; AHNHE, CONQIHYEN ???’Euf?«?()ﬁ’%i{, afieounenite, € m. u. oBeduneitie. KOCME HAMU Npaesiia
hopat, yuaemmur 6 o0edunente), i:'il‘f?(: 13135001 — ywacruuk 8 npouexypa no pexa na 3011 3a
BhLIAraHe Ha oBIIeCTBeHA IOPBUKA ¢ [!Ept’.‘,iifsic'l‘ SAocrasra, MouTa®, sacrpoiika ¥ rapasunonna
nouiphaxa uwa Firewall, Spam, Filter u Application Delivery Controller 3a nysinie ua
Bearapexn nomu® ALY

y%ﬁ&'}i{,&FMHIA f()(fﬂOMIFO(TH'O%{},

3anosHaTh CMe ¢ H3MCKBAHMATA HA BRITOKHTEIN H APHCMAME YCAOBHATY HOCOUCHN 1
AOKYMCHIALBATA 33 YHaCTHE B mopbukara 3a JlocraBka, MOHT@XK. HACTPOHKA 1t rapaHiioniia
110, um,mxa #a Firewall, Spam Filter u App!zc;ﬂ:on Delivery Controlier 3a syacinre sa  buiarapeku
nount” EAJ”, u Bu NMPEICTABAME HAMICTO TCXHHYECKO NPEUIOKCHHE 33 HITLIHEHHE, KaTo
AeKAapHpaMe, ve!

L. i”Ipmm:ixzﬁc W3O, 003 Pesepsy i OIPAHHYCHMS B TAXHATA (BUIOCT. YCAOBHSTA Ha
Texmuiecrara msucksanns - Mpuaokenue Nel wom DvOHu0aTa n0KaHa Ha BHI10KNTENA,

Ilpremasm/e 1a W3OBAHA/HM JOCTABKATA 10 TIPEAMETA HA NOPEMKATA 3a CPok o1 60
(mrctiecer) KICH/IAPHHT JIHE OT ZRTATA HA CRIUOYBANC HA A0TOROPA.

3. Hpeanarasv/e Ja wanbids/uM yeryrata 00 DpeAMera Ha NOPLYKATA, B CLOTBETCTBHE
"I‘cxnwzeéézkme wancksanns /llpunokenne Nol/ Ha BRUIOKHTEIS. ¢ MHCTO HA H3NWLIHCHNC Ha
3-'-:;;1}';'21’1‘115 Ha Tepuropuata sHar Lentpanmo yipasiaenne Ha “Buoarapexun nouwm” UAJL rp.Codms
1700, }:1._";\!(:31}.{{’52\%15{ Credan Maazenos™ 1. 6:1.31.

& B CBOTBCTCTBHE ¢ W3HCKBAHHATA OPIIATAME KATO NPHJAOKEH NOKYMEHT TeXHHMECKO
Qﬁi‘lc.:llﬂli‘ BEAOYMBALO (Z%}ﬁﬁ}.iiﬂ ema Tdt) THIE € TOXHHWYCCKH Q’f’i«.illiq}ux&iﬁiﬂ IIO;J.{'JU{E?‘ZO
[C\IISI‘E(‘(}K{} OUHCanMe #Ha .’ILIHIGLTRI‘C H i“j’)? AHMSAaHETE Ha paﬁo’r&, KOHTO %3:1&&;(:[)53@%@ aa

MPHAGKHUM HPH H3TBAHEHIE HA nopbvuKara Chiaco TexnHveckara coenuduxanus /lpuaoxeiie
NolZ,

4, %‘%Z;‘xrzznaramﬁc Oesnnarnara mpe;}'uuumuna HOAAPHEKA 34 cPOK o7 | {eana) rojmia or 1a1ara
Ha iIO}iZ"K%SCR&HL‘ Hd NPOTOROJA 3a NPCAQCTABAHCTO MYV,
5. Hacrosuara odepra ¢ sanuaHa 3a cpok oT 90 amm /He no-wanke o1 99 /neseriecer/
xa@muaptm AHK/, CIHTAHO OT Kpaliuua CPOK 3a noayuasane na odeprure.
. Tpuesamie w30 npeAnoRcHus TPOCKT H4 J0r0BOp ¥ PB4
MU/ M 34 k{&i}%ﬁillﬂt 1 LIE CKAI0Na 1M AOIQBODA N0 HAITCHKEH sy [

4

ﬁia'fzi: 22.03.2017 v [oanuc u neuar; ...........

CHICHHE ™R ONPCICITHETO




| EXHUYBCKO ORNCaHUE HE NDELAOKEHOTO peuIeHne

pasruTenyn Tabanum

Cpasnm@éma yaBauya Ha rexuuu@cxa?fa CReUMPUKAUMA HA CHETEMA THN ,33LWUTHA CTEHa™:

; NAPAMETHP | T y—— Npeanoweno pewesnne
: .. PaloAlto 3050
g Ninummaéma NponycKarenHa | 4 Gbps 4 Ghps
cnocosHoct . ks SN ... :
 Mumumanua nponyckarenna
cmmﬁi«i@i}wc 3KTUBKUPAHA §Bhs 4 Gbps
| byHruMs 33 naeHTHOUKIUUA !
MUHUMZNHA NPONYLKaTENHA
CNOCOBHOCT € aKTUBHPAHY
HYHKUUOHBAHOCTH 33
iPS/Ami?fzmsj An.t:i\a'lalware 2 Gbps 2 Gbps
samra, URL duntpupane u
naeHTubUKaLma Ha dainose
¥ YYBCTBUTENHO ChabPkaHUe
8 TpaduKa o
Maenrudurkaumns va DYHKUMOHANHOCTTA CheBa A3 ce | OYHKLMOHANHOCTTA ce
| NPUNOMEHNATS | OCUTYPABA OT CamaTa 3a3WMTHA | OCUrypaBa oT camara
;_ cTeMa B | 33WMTHa CTeH3 E
_Bpoit TCP cecuu »00000 . 500,000 |
| bpoit HoBu cecuu B cexynaa 50,000 50,000

Munumanen
unTepdeiicn

6poii

12 x 10/100/1000 Base-T ports
8 x 1000Base-X SFP ports

| Pescumu Ha untepdeiicuTe

112 x 10/100/1000 Base-T
ports

12, 13, Tap, Virtual
{transparent mode)

Wire

L2, L3, Tap, Virtual
{transparent mode)

Wire

% MawpyTusupais byrsigm

OSPFv2/v3, BGP with graceful
restart, RIP, static routing
Policy-based forwarding

Point-to-Point  Protocol  over
Ethernet {PPPoE)
Multicast: PIM-SM, PIM-SSM,

IGMP v1, v2, and v3
Bidirectional
| Detection (BFD)

Munumanes  Bpoit

VPN
rynenu/Tynensu untepdeiica

2000 1PSec VPN wuena/ryeéh'ﬂu
nurepdeica

Forwarding |

OSPFv2/v3, BGP with graceful
restart, RIP, static routing
- Policy-based forwarding

Point-to-Point Protocol over
Ethernet (PPPoE]
Multicast: PIM-SM, PIM-SSM,

IGMP v, v2, and v3

Bidirectional Forwarding
| Detection (BFD) |
| 2000 IPSec VPN |

TYHEAR/TYHENHN nHrepcbeﬁcaj

MUHUMAENTHN M3UCKBAHWA Kb
iPhec umnaemenTauuaTa

1 Key Exchange: Manual key, IKE vi

{Pre-shared key, certificate-based
authentication}

A

Key Exchange: Manual key,
IKE w1 {Pre-shared key,
certificate-based

authentication}
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Encryption: 3DES, AES (128-bit, ] Encryption; 3DES, AES (128-

192-bit, 256-bit)

Authentication: MDS,

| Munumaneu 6poit
% HDHKV{)&%H?R% SSL VPN
z ﬂOT?QﬁL‘;Tenﬂ BHAIOHEHU B
| cucremara

| SHA-256, SHA-384, SHA-512

SHA-1, | Authentication: BADS, SHA-1,
§ SHA-2%6, SHA-384, SHA-512

| bit, 192-bit, 256-bit)

2000 S5L VPN norpeburens

]

2000 SSL VPN notpeburens

" Mutumane 6poit supTyaniu
| pyvepu, ROAABRKALLM
_OTAeAHM pyTupawm TaBavum

i0

10 |

33LUUTHATA
noAAbPKarT 1PYD KakTo u BCUsRK
KOHTPOAKMK byHKU MM Ha

o tuLremata 7’%3?1688 A4 Ce HanuyHy

crena Tpsbea fna

‘Mnumm%ﬁew 6poit | 4,094 Spos IEEE 802.1q VLAN 4,094 6pon IEEF 802.1q VLAN
noAAbLPMaHn VLAN Mmapkepa {tags}, mapkepa {tags), |
KOHBUIYpUpYEMU 33 BCEKM | KOHOWUTYPUPYEMM 33 BCEKH
uHTEpheRC u  obwo 38 | unTepgeirc u  obwpo 32

YCTPORCTBOTO YCTPOUCTBOTO ]

IPY6 nopapbxKa Beuukn  koWdurypaumu 33 | Boudukk  Koudurypauum  3a
untepdelichnTe  moayam  Ha | uHTepdedcHuTe MOAynM Ha

IFWMTHATA CTEHA NOASBRKAT
IPUB,  HBKTO ¥ | BOLHUKM
KOHTpOAKY  DyHKIMM  Ha
CUCTEMATE €& HBAWYHKM 1 33

PYHKUMOHANHY KOMNOHENTH, 33

M3alPve 1PV
Mcheﬂi'zmé #a SSL kpunrupas | Cucremara cnensa na | Cuctemara  Aexpuiiupa
E’Tpadmx aexpuntupa w uHcnesTHpa SSL | uHcnexTupa  S5L Tpadmxa,_
| Tpat#i?m; fes  omen Ha  Bes OreA Ha NPUASKALUA
| NpUAEMAWMA NPOTOKOA, Kato NPOTOKOA, KaTo NPeaocTass
ApenocTass ACKPUNTUPIHUA  ACKPUNTUPAHWA Tpaduk Ha !
Tpaduk  HA  BOMMHKM CBOM BCUYKY CBOM QyHKUNOHANHK

HOMPIOHEHTY, 38 MHONeKLLNEA 1

AexpunTupanua SSL Tpadmk pa

moxe pa Boae cnopenan npes
mirror port ¢ APYrH  cucTeEMN,
KONTO He
BBIMOMHOCT 33 AeKPUNTUpaHe
Ha SSL rpadux

MHCHERUMA W HAnaraHe  Ha | HajaraHe Ha NOAUTHKK Haz,
i : o NOAUTUKA H3[ Ch/ibRMaHMeTo CHABPMAHMUETO
Cnonenane Ha | Cuctemara cnepnBsa Aa . Cucremara npeaocrass
LekpunTupadna 550 rpaduk npenocrasn BH3MOMKHOCT  Bb3IMOMKHOCT

H

% Az mowe aa Gwae cnogenan
- npes mirror port ¢ Apyru
pasnoAsrar c

pexpuntupasus SSU rpaduk

CUCTEMH, HOUTO He
PAZNONAraT € HH3IMOMHOLT 38

- Ynpasaeuue Ha kaHana

- wmnaemeHTauns Ha REST-based
| AP

23 npernes

| Vnpasaeuneto Ha Hadana

Ynpasaguuero Ha kaswana (QoS)
(Gos) e HanmuHo  u

cAgfBa A3 € Hanu4dHo ¥
: ARUACIKUMD 33 BCARD

APHAOHKUMO 38 BCAKG

“aeHTUdHUUKPaHG
“aeHTHGUUKUDANO NpuAoHKeHNe
) HAPUAOHKEHUE

Ynpasnenue Ha yerpoitcteoTo | Baake ot yorpolorsata 8 Beako o7 yorpoWcrsata 8
CUCTEMBTA  CnefBa Aa  Ce | CUCTeMaTa Ce | ynpasaasa |
ynpasnnss NOCPEACTBOM | NOCPEACTSOM i

umnaementauma Ha REST-

APl 3z npernes Ha

L

HY % based

el




:

KOHPUTYPBLUMUTE,  U3MBAHEHUe
H3a KOMaH4M ¥ WM3BAMHAHE Ha
AaHHW 1 penoprte 8 XML
popmaru,

Bcako  or  ycTpowcreara s
CUCTEeMATa CledBa Aa NOAABRNKA
BCEKW SAMH OT CReHUTE METOAN

KoHUTypauuuTe,
| M3MbAHEHUE Ha KOMAHAK u
M2BAMNAHE  HA  faHHM  u

penopti B XML dopmatu.

Beako 0T yerpolicteata 8 |
CHCTEMATA NOAADDME BCOKM
LUK OF CABAHNTE METOAM 35

3aynpasnenue: CLI, yeb koH3cna, ynpasnexue: L, yobh
| UBHTPAMIMpaAHE  CHCTEMa3 33 KOH30MA, UeHTpaau3upass
_______ ynpasnesive THCTEMA 33 YNPaBAeHue

Munumanes Bpoit
nuTepdeicn 3a ynpasnexue

1 x 10/100/1000 out-of-band
management port

2 x 10/100/1000 nurepdeitcn 3a
OTHAOYCTORUMBOLT

1x RI-45 kou3oNeH nopr

1% 10/100/1000 out-of-band
management port

2 x 10/100/1000 unvepdeiicn
33 OTKS30YCTOMNNBOCT =
1 x RJ-45 kow3oaen nopr

MUHUMANHN UINCKBAHUA 33

120 GB (ruraBatita) SSD xapp

120 GB (rurabaiita) SSD xapa,

| 33 MOHUTOPUHT U renepupane Ha
| PANOPTH CneaBa A3 Ca HAMMYHM

| & Heobxoaumo uanonssane wa |
| ACTIBHUTENRY KOMNOHEHTH

panoptTute, Bouuky mexanuims

NOKANHO 3a BCAKD or
yCTpoicTaaTa s cuctemara bes ga

XBp4A AMCK Kanauurey | AMCK AUCK E
Norose u penopru : ' Beako ot ycrpoiicteata & |
Besko  OT  ycTpoiicteata B | cucTemata  pasnonara  c |
CUCTEMATa CAeAB3 43 PAa3NOAATa  MUHUMYM 120 GB

c Mmfmmym 120 GB ({ruraBaiiral {rurabaira) SSD xapa auck 3a

SSD xapa AUCK 33 onTumanwa ontumanua  pabora  npu

pabota fpi  CLXpaHeHMe Ha  CLXpaHeHme Ha Norosete W

NOfOBETE 1 yNpaBAGHME M3  YNPABNEHME WA panopTuTe.

Beuyku MEXBHWIMM 3a
| MOHUTOPUHT ¥ reHepupane |
M3 PANOPTM €3  HAaNMYHN |
ACKANHT 32 B8CAKD  OT
YCTpORCTBATA B cucTemara
' Bes aAa e neolkoiumo
“3non3sauHe Ha

ACTTBLAHNTEAHK KOMBOHEHTH

Nopsepmaru  cxemu  3a ) . | Active-Passive
e Active-Passive woudurypaumm 8 |
OTKA3CYETOMMMBOCT ] i KOHbUrypaumm 8
. Layer2/Layer 3. Layer2/Layer 3
Active-Active koHdurypauum & y o ' i
Active-Active konburypauum
Layer 2/Laver 3.
: . 8 Layer 2/Layer 3.
MexaHuism 33 aBTOMBTHNHO
: : Mexauussm 38 aBTOMaTHYHG
L LASREHE 33 NpeKboBaHe  Ha
L CNneneHe 33 npeKbCBaHE Ha
pabotocnocofuoctra: g
v - paborocnocoBrocrra:
wHTepdeic MOHUTODKUHT, -
urrepdenc MOHUTOPUHS, |
MOHUTOPUHT Ha nbTewraTa [path
E " M{)Hﬁ?{}pﬁﬁf Ha MeTexkara
monitoring) s o
e ! [path monitoring)
Dopm dafam"op fipepnaznavena 3a srpaxaane 8 MpeaHasnauens 3a
19" wrad v Makcumanew pasmep  Brpampaane s 197 wkad u
________ iU | Marcumasied pasmep 1U
| Baxpausane
(CpepHa/Makcumanta .
| [ppeana/ 250W (150/200 W/h) 250w (150/200 W/h] |
| KOHCYMAUMA Ha .
| enexTpoeHeprus) |

o



BxoaHo Hanpemeame
(Bxoaawa yecrora)

100-240VAC (50-60Hz} 100-240VAC (50-60Hz)

O«ozgaécpep,a Paborha remneparypa: 010 50 C

PaboTtsa temneparypa: 0 to

50C
He paborna
He pafortHa
| Temnepartypa/coxpaHenue:; -20
140 70! c TeMnepaTypa/cexpanerne: -
3 : 20t0 70 C

Tab/uua Ha ChOTBETCTBME Ha CHCTEM

un ADC (Application Delivery Controller):

M3ncKBaHKA

CvoTBETCTBUE HE
NPEeNAOKEHD

pewenue F5i2600¢

U3MCKBAHMATA |

GYHKLUOHANHU U3NCKBAHUA KbM CUCTEMaTa

Pewenue 33 nybaukyBaHe HA NpUAOKEHUs Kbm notpeburenwre
BRAGUMBALLO!

Ocurypsisane Ha cucrema 33 GanaHcupaHe Ha BXOARIIUTE 33RBKU U
YIpasneHme Ha ropa or CopsbpHn depmn - load-balancing.

{)C%WDHBQHG 33UMTaTa Ha AOCTHABIHUTE OT BbHIUHK MDEXM YOaAYrK 8

~Doarapcku noww” EAJl Ha HUBG npunokere - Web Application Firewall
_dymrumonanwocr,

OnTumM3auma Ha mpemoame pecypcu ¢ Uen OCMIYPABAHE 3BTOMATHUHO
npepytupare v load-balancing Ha yeayrure,

USHCKBAHMA KbM XapavepHaTa raardopma:

1. @ynmz'manamecm

Layer 4-7 load balancing

Web ﬁ;:ag:igc&zton Firewall

HTTP 2.0 1 SPDY gateway

Layer 7 MOHMTORMHT HA yenyruTe

BhamoskHoCT 33 foBasare Ha Anti-Phishing QyHKUMORANHOCT

- Bb3MOMKHOCT 33 BPD3KA KbM BbHIIHU MHCTPYMENTH 32 HABMOAEHNE 1

| ynpasnesue.

Bbmomuecr 33 gobagane Ha a:r;aw&@wnu SYHRUMCHARHOCTH YPe3 CRENITUHT
Ha Data & Control Plane Tpadwuka. =

HBHM%Q%:K&?{} Bupryanue Yerpocrso.

Dompbmm HaTLS 1.2
3 F}ogmpbmxa Ha noBeve aT 2 YOTPORCTAEa B KABCTHD KOHGUIypauma.

§____B><m0qe|-m no#e 10 SSLVPN kauenra.

Nopapwkxa sa Software Def‘neé Networking - VXLAN, NVGRE

Rack mountahie

3axpaneane AC Power Supply

Bpo# npouscopi noxe 1 x dualcore

| MuHumanss namet 8GB

MuHUMBNEH Xap/J AKCK KanauvTer SOOGE

| Munumanen Bpoit 1G noprose - 8

maomnocr 38 Aobasane B0 2 onTIuNu ﬁOG nopra.

e

{ i




upes codryenes nuleHs

AA
Mukumantki 550,000 L4 HTTP 3ansuy 3a C&xyma C Bb3IMOMHOCT 38 1A f
yBennuaBane upes ccctm,repen NULEeH3 :
Mutumanku 75,000 L4 kosexiu 33 CERYHAA £ BEnIMONMHOCT 33 YEENMUaRANHE

L7 - 5Gbps Full Duplex

Bam,ww cpeuy OWASP Top 10 attacks AA -
gt sau.gm"a : N . ﬂ,A ..................... IE—" o
TR s e
Pasnosuasane u 6n0oKupaHe Ha boTone DA

v..%ﬁf’"ma 48 M3 TPaduKka no speme Ha DS ataks HA

Tabauua
SPAM):

Ha CHLOTBETCTBME HA CUCTEMA @ 33LUMTA HA CMCTEMATA 33 eAEKTPOHHA nowsa (Anti-

Hamcksanns

ChOTBETOTENE Ha

peuwenue Fortimail
400E ¢ wancksanmara

NPEANOKEHO

Ewwyxmwoxanm AZMCKBAHMA KbM CMCTemara

| 1. Pewenue 33 Anti- -Spam » Anti-Virus 3awmra, K0eTo BrAIOYsa:

praggmsg Backup @yuxunoganaom’ Ha noaesHarta nowa.

Bb3mo>¢<»zem za MbEKABY CUCHAPNUK npu mwrpazgm C OCTaHanuTe CuCTemy
B Mpewmoaara MHOPacTpyrTypa.

Cepraduitiraimn 33 rapanTupase Ha CUrYpHOCTTS Na Cranpapr FIPS.

| MauckBakus Kom mpgyepxata rma?zgw;ma;

o &azemy i%ﬁode

0 Trmg;zm‘@m Made

ALpLOH3NMINDaNE ¥a ﬁﬁ%@ﬁ% HMBO,

Rith 1a f:;:eg:,wme cueuapwn Ha maanamﬂ ,ﬁ,A _____________
o On-Prem m,r;}!eyment _____ A
o Public wau Private Cloud Depiovment """"""" A
MHCREeKUMS Ha BX0ANIA M MIXOAALA NOWA. DA
Baaupano wa npefeduHupani noautm a;}xasupaae Ha nofesHaYa nowa ¢ | 1A
| BLAMOMHOCT 33 ODTAHUIMPEHE HB APXUBUTE BBPXY BhHWHY STOTARE CHOTEMK
¥ noAApLka Ha MS Exchange Journal archiving. 5
Server mode deplovment with advanced groupware functions. - ,QA
NOARDDKEHE H3 MHOXECTBO EMein mw{efx’sém " é%&MQ?ﬁi%%ﬁ 28 ; AA

PV v 1Pvd nopapmxa, : . “ '




E—

nommma #a IBE (Identity Based Encryptzon} 6e3 ,zz,o:zmumeneﬂ xapaven,
codryen uan AMUEHs.

o

A

- Mukumania seobxoauma cepTuduKauma Ha yCTPoRCTBOTO: VBSpam and
CVBLIGO z’ated Commion Criteria NDPP, FIPS 140-2 Compliant.

Nopabpskane Ha SMTP BBTEHTUKALMA vpes LDAP, RADIUS, POP3 » IMAP.

LDAP Basvpano pyrupane na emeﬁnm’e

i.&i»;mexqwﬁ Ha NOTPRBUTEACKO HIBO, t;a&:sm)aua Ha LDAP atpubyru npu
npw rzaraHe Ha A0MENH NOANTARK.

F’aamapeH Web unrepdeiic npu pexum 1a pabora “Server Mode" u npu
VODARNEHUE Ha KADAHTHHUTE,

YIIDABNOHUE HE NOLIEHCKM ONAUKM,

CTPUKTHA CHBMECTUMOCT ¢ email RFC,

Moanbpmane Ha MHOTOE3UUEH Webmati M AAMUHWCTDATUBEH %m’ep@wc

Brpeses moayn 3a PENDHTH.

E'%eggzpbmaa HA BBHTPEWEH WM BHHIUEeH stcz’age SEIVET, BRIOUMTEAHD U |SCSI
YCTRONCTBA.

DAIUPAHA HA PONN A/MUHMCTPALMA 33 BCEKM €K OT NOAALPKAHUTE
AOMENHM NG OTASNHO,

Mopapowia va SNMP u cneyuanusupany MIBs.

Mopapuaua Ha soHuen Sysiog c&ysbp

NoanpbxKa Ha Anti-Spam ChpByL, APEAGCTABAK OT NPONIBOAUTENA, KOHTO
no3gOAABA. .

- 0 Globai Sender Repu%at;on

o Spam Qbject Checksums

0 Dynamic Heuristic Rules

Real-time spam outbreak protection

Spam and phishing URIs and emall addresses

Greylisting for 1Pvd, (Pv6 addresses and email accounts

Local sender reputation {iPv4, IPv6 and End Point ID-based)

Behavioral analysis

Deep email header inspection

BuIMOMHOCT 38 uHTerpaums ¢ third-party spam URI » real-time blacklists
{SURBL/RBL

Cranmnpane na POF daiinose u auanwanpéﬂe Ha MIOBPAKEHUA,

1;);; SRR e e e R

__f_"%f}mmmxa Ha cnfmr»;wrs c-rau,qapm ao
o SPF (Sender Policy Framework) AA B
o DKiM {Domain Keys Identified Mail) B BA
0 DMARC {Domain-Based Message Authentication) A |
Cucremen v norpebiutencun self-service quaranting AA
Moanpwkka va DLP (Data Leak Prevention) i1y
Oﬁlmpxé DPL GyHKUMOHANHOCT ¢ BLIMOKHOCT 38 “fingerprint” Ha aitnose | [A

u DABAOZHABAHE HA HYBCTBMETENHA nmbopmaum

| 2. Xapayep: _

| Rack mountable - 1 4A

| 3axpanBsane AC Power Supply . nA
AACKOBO NPOCTPAHCTTBO HE NO ~ MANKC OT 2X1TB ¢ 8bIMOKHOCT 33 RAIDOw | JIA
RAID1
Munumanen 6poit 10/100/1000 meawm noprose ~4. A

| Koeduument Ha pasceitane Ha TONAMHA Marcumym 482 BTU/h LA
Temneparypru rpasmip Ha AUCKOBUR MacuB: {-25-75°C) BA

| 3. Mpou3BoaMTeAHOCT: Y




-

Makcumaner bpow KOHGUIYPUDYEMM SOMERHM Ha YCTPOKCTB0TO = 100 L AA

| Maxcumanen GpOv NOWEHCKI KYTUH NPY PEANU3aUMA Ha yCTpORCTBOTO B 1A
“S".‘rvﬁf mﬁden ‘“’400 ; %
Munumani Recipient-Based nonutnin (per Domain / per System) - AA

|[Incoming wny Qutgoing - 400 / 1500

Mursiraanis Antispam, Antivirus, Auihent;catlon " Conzent npodunu {per BA
I}cmam } per Sysiem) - 50 / 200

| message size]

&a%zspam 147k {messages,’hows}{w:thom queuing based on 100 KB LA
message size]

SR N imessagesihams}gwgg%m queuing basedon A
100 KB message size] . |

i ﬁf?wzm&nex Opon 10/100/1000 meanu noprose — 4, DA

loapob:

3k

A0 TEXHUHECKO ONUCAHMe Ka AeHHOCTUTE W OpraHm3auyaTa H
paboTa |

ﬁomma on%casm@ agm&aamaa APEABAPUTEAND  ONMCEHKE W3 NAGHUPAEHWUTE gelHocTH u
QuaKksannTe PE3YATATA BRACUEHY B TERYLLOTO NpeAnomenue. [px Bb3narane Ha fOPDYKATE, TG BpeEme
Ha cba.sara Ha NAaHupane, 18 we HuAaT A0MbAHKMTENHD ABTBAMMBNPAHK W KOHKPETUIUPaHu. [Traua
B3eMa npeasua, ve obexta ua MBNBAHEHWME € KPUTHYHE WHPPBCTPYKTYPA Ha paboTewo npeanpvnTue
ar maquoaanno IHAUEHNE C MHOMECTEO OHAR M yeayri. B Tasu Bphana AeWHOCTITE NO MUPaUMR tie
fepay @gﬁhﬁﬁ&‘mﬁi CRIAACHE NPEABAPUTENHD UITOTREH N3N 33 MMIPALMA CbC CLOTBETHUTE rollback
npawgz_yg;;e n aeTannu, cvobpases ¢ paborrnre npouecu 8 APYHECTBOTO. HacT OT CTLNKUTE B naaka
(13 :-ga;méw? KPATROTPAAHK NDEKLCBAKMA B Y3CTM OT MHGPACTPYKTYpara, 3aToBa we Gwvgar
npenﬁapa:&’éﬁm} WU3NDHAHEHW B npe,qea;m*méfma ¥TBbPACHY NPO3CRUM OT Bpeme,

1. Wncranaums v koMdurypaumn 1a x}z%m;} OT 33uBATHY CYeunr Palo Alto Networks 3050
3. Koudurypauus Ha npasuaa 3a Application Control, URL Filtering u Threat Prevention
CHIABCHO NOAKTURNTE 33 CHIYPHOCT Ha bl Mow.
b, Koudurypauws wa as&%xmxaqm Ha NOTPEBUTENNUTE M KOHTPOAUPAHEe HA A0CTbNa
Gasnpan Ha rpynu n mmeém&nm 8 Active Directory
. ROudurypauus Ha mmws@ OF CHLTEMETE
2. Mmr;}aum Ha CBIECTBYBALWM IBLUNTHA CTeHK Kb Edge Router Bons ¢ uen yeeauuagane va
TEXHUA KANSUUTET. TERYWO MINBLAHABAHUTE OF TAX GYHKLHN CHBLIAHN CBC CHIYPHOOTTS e
O'BAAT HAMBIIHO 3BMBCTEHM OT HOBHTE IBWWTHH crenu Palo Alto Networks 3050, koeTo we
AOBEAS 10 SHAYNTENHO YBENMUCHIME Ha 0OETE NPOUIBOAMTENHOCT HA UHDPACTPYKTYPATA,
a. lpescudurynayus wa Fortigate yerpoiictea
b Npemaxsare Ha w3nrWHa RoHGUrypauus
¢ Murpauus Ha KOHbUrypauus ot Fortigate sum Palo Alto
3. BHeApABaHEe Ha CUCTEMA 33 3AUMTA OT CNEM 1 BUPYCH 8 RAGKTDOHKATA nowa.
4. Buespasane na cuctema 3a Application Delivery
a. UW3rotese wa ABTAANUINPAHM MINCHBAHUA KM HOBATA CUCTEMA. CRUCHK C
APMAOHKEHNA U YUIYIK & obxBara.
(poyuBaHe U waroTeaHe H3 14331 OT HUCKO HUBO 32 MHTEFPALMA HA NPUAOKEHUATE.
DUZUMLCKE HHCTANBUMS W gfwmbmypa tun Ha FS BIG-IP 12600
Gaszosa «ca@uwpaqm Ha ycz'pcs}'z{:raow
Konudurypaums ua zzgzmcmwm ¥ YCAYIMTE B e@xmm Ha /; a 33 nyEBnuryBane

T e
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MRes CHoTeMmara.

ol




f. Tecrosew MUrpayua
5. Mgmmﬁﬂe Ha NROBRTHE z&ewmenwwn
6. Obyuenue 3a paborac suenpenmg& TEXHONO 1N

Onucarne 1a NpUNeKaWNTe NNLEHIUTE HeODX0ANMY 33
MANOAZBRSHETO Ha CUCTeEMKTS

Cucremure 06EKT Ha AOCTEBHE U MMCTANAUMA 110 HICTORWATE NOPLUNE We Dopar socrasess C
PANEMAUMTE NALEHIN 33 8AHA TOAUHA, B CHOTERTCTEUE C MBUCKBIHUATA NO NPOLGAYPHTE, 8 MMEHHO!

Firewall - PaloAltn 3050 ¢ NpUAEHKAM ﬂuﬁeuaw Bright cloud URL Filtering subscription for device in
an HA pair year 1, PA-3050 1 T?zreai ;}{eventlon subscription for device in an HA pair year 1, PA-3050

Spam Filter ~ FortiMail 4008 ¢ npunemms& nuuensu - FortiGuard AY Services

Application Delivery Controller - F';:; BiG»lP 12600 LTM {Local Traffic Manager) ¢ npuaemany AULeHsn
- BIG-1P Appiicatéow Security Manager Module for i2X00

3a Beara Q’TC%CTEMHYE € BRAKYEHA DA3LIMPEHa TEXHIMECKS NOLDHKKE OT APOUIBLAMTENA 33 Nepuoy
o7 €jiHa YO‘QHH& T uen z‘s;}aampawe HUBATE Ha NOAAPLAKE 33/N0MEeHM # WIUCKBAHMATAE Ha
ngjomzzypﬁ‘za ;

Jlava; 22.03.2017 .




Obpazey NoY

HEHOBO NPELIOKEHHUE

j‘E«;};z}'zzaﬁzz}sc;num'r Wean [lagnos lapios, ¢ amuna xapra Ne 605618340, naanens na
17.07. ’Mff‘fix o1 MBP Bemnro Tupuoso, ¢ LI 6905191428, B raucersoro Mu ma Yupasuren
{fI0COuBA CC CHOTRCTHOTO KAYeCTBO Ha muiero), npeacrasassans Hbenove OO0/l (mocovsa o
KRN ﬂw MHE, COHOINYNEH ﬁ?bpé(}sez; OOCOUBIRNC. 6 M. Y. 0OCORHENHE, KOEMO Hyr BN
dopya. veacmmux g odedunenue), EUK: 131335001 - YHACTHHAK B npouc;ypa 1o pesa wa 3011 1a
BRiaatane  na  ofmecrsena noprika ¢ mpeaver: Jlocraska, wowraxk, Hacrpoiika n
Iﬁﬁp&‘i{i{fimlim nomapbraka #a Firewall, Spam, Filter u Application Delivery Controller 3z
m:smwe *w whrarapen gmzzzs;;“‘ EAal~

YBAKAEMH JIAMH H FOCHOJIA,

t"fc [ KATO C¢ aMO3HAK ¢ mw,hzmnmm 3 JlocTasgka, MOWT®E, HACTPOHKA W FapanitnoHNg
rz(};mm,,hm na Firewall, Spam Filter n Apphwtmn Delivery Controller za uysamwie na brarapexy
noi” EAJI. ¢ Branoskuren “bmmg}%m noum” EAJL noanucanusr, npeacrarmssam Mdenoye
OO/, saspananm CIeIHOTO! :

HPEJUIATAM O6mia uem 1a HITLaReHNE Ha HOPBUKATA 30 JOCTABRA. MOHTAK, HACTpOHKa
§1'z¢§;&§m§wmza ugmxpg,mm ua Firewall, Spam Filter n Application Delivery Controller 1a HVHIN TG
fh  Bearapeky nomm” EAJL cwriacuo YCAOBHATA HA IOKAHATA. KATO CTOHBOCTTA € B pasmep Ha
IB7 92460 {cro ocemagcet H CeIeM NHIHIN ACRCTCTOTHE ABAACCST W 9eTHPH) Zera Hes JUIC,

1 Ha‘i&iii%ﬁﬁ UPMEPAHC HA BPCATATAHATA CCOTHEYHS jeHa,
PME]

Faka nipeanoxenara lena BRTIONRA. BOHUKY PAIXOTH 34 F3UBIHCHHE H HOpLYKATA N e
BopMIpAHL 1O CHCAHUS HAMMH |

Ne | Hanmernosanue Bpo#t | Eaucna Obina 1ena

i Jdocraska w wnerasamss  ua pelepaupana
CHCTeMa O THE "laumTHs erena’

1.1 | Palo Alto Networks PA-3030 2 34776.00 69552.00
5| Bright eloud URL Filtering sa?;sc{’iptian for device Sa 5
L : - = 2 A 1812.00

k in an HA pair year 1. PA-3050 PRERCE 1

13 Threat prevention subscription lar du 1ce i an A 5 5906.00 1181200

pair vear 1. PA-3030

1.4 | Partner enabled premium S%,lpp(‘)f% ‘se:ar b, PA-3050 2 7160.00 14320.00




4 j};{;&mm H HHCTATANNA Ha c?uc're.\:a o1 THR
- ADC (Application Delivery Controller}
BIG-IP 12600 Local Traffic Manager (16 GB 5 _
> : 28909 00 28909.00
&l Memory. Base SSL, Base Comprassion) : :
2.2 |Level 1-3 Premium Service for BIG-IP (7x24) 1 5493.00 5493.00
Neyt-Business-Day ﬁérdwam Replacement . .
; L . RU1 30
3 |Service (RMA) for BIG-IP * 616.00 BaG
54 BI{ -IP Application 8@(:&2?%3* ?viaz?ager Module for | 19370.00 19370.00
12X00
2.5 |Level 1-3 Premium Service for BIG-IP (7x24) 1 3661.00 3661.00
Aocraska ¥ uucrasanns na ent:é‘rma 33 3alTa
3 HRQ CHCTEMATA 33 edekrTponua noma (Anti-
SPAM)
. FortiMail - 400 - Hardwarc plus 1 vear 8x5 ’e
3. . : : . 3391.00 9391.00
3] Forticare and FortiGuard Bundle | : Lot ]
32 | Year Hardware Premium Bundle Upgrade to | 3058.00 3058.00
T | 24x7 Comprehensive Support i Rt
O6ma uena 8 ena de3 JIIC : 187924.00

2. Veoropses mosraan g noamane,

IEYTOKIG HapeRaane 1o eMeTrara va Mamrsaniviens,

Janhamanero wa ieHara no zwrimopa Ce HIBbLPUIBY B GLSTI"I-IPCI\‘H CBa 110 HaBKoB IIsl, €

Hramanero or crpana na Branomurens ce misupuiga 8 cpox 10 30 KaICHAADHH M cIei
AATATA HR noayvasane ua GAKTYPATA M UPCACTABAHE Ha ABYCTPAHHO NOAINICAH PHEMHO-

HPEeAABATCICH (IPOTOKO 38 HIBRPIHCHATA JIOCTABKA,
Llenara ce npencrass 8 Gparapek aeba. O¢3 BKAIONCH JUIC.

Hprevane, we eIMHCTBRHO # CAMO HEC 1HE TLACM OTTOBOPHM 1A CBEHTYATHO IONYCHATH

Hara: 22.03.2017 r.

Coenacne wa 72, aa 1 om 3OH xoeamo npeoroxcenue 6 OGEPMAMA 4G YHACBUR, CELPIGHO ¢ HEHG
WA PASNOQUKOEMO NOOICHCH HA ONenAsane, ¢ ¢ nosewe om 20 na emo Ro-Braeonpuamme om epedama
CHIGUHOCRT i RPEOAONCERIAMA HA  OCMARATING  YRACIMNM RO CHIQUS  HORAINCT i olenra,
GBIROMCUBCARIN USUCKEG NOOPOOHA RUCHEHA ODOCROGKA 30 HUNIHA 1A NES0B0MO OEPAINGUIE, KOG 00

. H i
npedemaast 8 S-0uesen Cpox om ROAVUAGAHE HG HCRUHERIO.
. Ay




Hpuaoncenue No 1

TEXHUYECKH H3NCKBAHUSA

- wAdocmaska, monmane, ;{Qcémpaaxa u capangioung nedopencka na Firewall, Spam
~ Filter u Application Detivery Controller 3a nyncounte na . Bvazapesu nowu” EAL”

i ()fmc:fu-me HA HPEAMETA HA HOPLUYKATS

1% HMpeamer: | Jlocrapra, mourtax, pactpolika ¥ rapadinuonna noaapbkka na Firewall,
Spam I-'iiile:‘ H Application Delivery Controller 5a HyAAMTE Ha Wbearapekn nomm” EAJL

1.2, MSICT0 33 M30bAHCHNE Ha nopeurara: Llenpaino yvopaencuue na Jbuarapeku nowp”
EALL apC ous, v, LAKaieMuK Credan Maagenos™ 1, 6131,
L.3. Cpoxk 3a m3nbasenne ua nopearara: 60 (15eCTaeceT) JHN OT Ja1aTa Ha CKAOUBAHE HA
AOFOBOPA.

14, Cpox na saamauoct na odeprara: ne no-Maixo o1 90 /ieserjecer! Kajenapin 1Hu
OT KPAHHIM CPOK 32 NIOAVHABANE HA TIPLILIOKRCHUCTO.
L5, Onenusanero ua wfagi_a;]eusrrc oepru - lpeacrapernte ofepTs e €& KIACHPAT 110

KPHTCPHUS . Hail - HucKa fiexa™,

2 . M3uCKBAHIS KbM Y4ACTHIDITE,

2.1 llpeanaranmre wigenaus TpadBa [1a Ca HPOM3BEICHH OT YTBBLPIACH TNPOWIBOAHTEN,
npirexapai ceprudmrar 3a kauectso SO 900 120X uan JOKYMCHT, VAOCTOBEPABALN HPHAAIAHCIO
HX CKBHBANICHTHA NPOLCILYPA 3a yiiparicnse ua kaveersoro. Jlokassa ce ¢ npunoxen cepruduxar

ISO 9001:20xX 111 CKBUBAACHTCH 38 CHOTBETHIS NPOWIBOIMTC,

2.2, VuacnmesT Tpaiaa 13 NPHIAAra CHOTCMA 3 VIPABICHHUE HA KAYECTBOTO. cepruduLmpana
OF KPCAMTHPAH CEPTHPHKALHOHCH oprai, Ja cLoTBereTsne ¢be crangapra 1SO 9001:20xx wam
exkBuBaserted. Hpnaarar ce Konys Ha Bainin cepTHUKATH, HAAJCHH OT aKPeIMTHPAHN (KA 34
ecp‘z'n@mis{&a.zm H3 CHCTCMH 32 ynpaﬁ:w:mc Ha Kadecrnoro no crangapra ISO 9001:20xx win
CKBUBUL '%H"i\é’f%‘l‘
23 TexuuueckuTe NAPaMCTIpH Ha NPCLIArANNTe Wileus Tpabpa a ce NOTELPIKAABAT C

OPATHBANCH TEXHUMCCKM  MATCPUAN OT IPOMIBONTENS, CHIPOBOACHN Cbe ceprudimkar o1
fIPOUIBOIUTEAR, VIOCTOBCPABALL CHBMECTHMOLCTTA ¢ MCAUIYHAPOAHO HPHCTWTC CLAIapTy 348 HuBa
HA LIYM, 3aLHHTA, SNEKTPOMATHUTHE CHBMCCTHMOCT,
2.4.CpokbT na CTanapruara GupMena rapaniia g ¢ yKasan 8 opHURATHO HHCMO Ha
dupmara-npoussoamuren.
2.5, Jlexknapaums, ue ,{wcmﬁeﬁ{)’ro oGopyarane me Onj¢ HOBO, HCYNOTPeOSBAHO M
IPHAPYIKCHO OT cepruduraty 3& NPOMIXOA,

2.6, YuacTHuksT aa ¢ 143?3’1-;91;;21?1 MUHUAYM 3 {TPH) JOCTABKIL MOUTAK M HACTPOIKN, npes

NeCaCan rre 3 {Ti}'{%} FOAHHE, C‘-{Eﬂ'i'aii(} O Jaraya qHa noJAaBane na O{IEQPTSTZ}

3. Ouucanne Ha NPejIMeTa HA HOPLUKATA

3.1 JlocraBka i HHCTAAR UM 1A PEICPBHPANA CHCTCMA OT THIT 320 Ta crena™ — 2 Gpon.

B npeasera Ha HACTORIATA NOPHUKA ¢ BKIFOUCHA AOCTABKA H HHCTANALMA HA PC3CPBUpaHA
CHCTEMA OT THN L3AIMTa CTeHA™, pasianuna o1 ceitectsysamara FortiGale cucTemMa o1 “3aiunrii




